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INTRODUCTION

Purpose:  The Integrated Financial System is to provide secure and reliable service and innovative support to all departments within the UNC Healthcare System (UNCHCS). To drive efficiencies by consolidating the duplicate services, encouraging best practices, and delivering customer-focused, efficient and effective services through the use of Information Technology.  To ensure the highest quality technology-based services, in the most cost-effective manner, to facilitate the mission of UNCHCS and to ensure the collection, storage, security and integrity of electronic data while ensuring appropriate access in all financial applications and to support the NC State Public Records law. The intent of this risk assessment is to determine the adequacy of the Integrated Financial System (IFS) security.  Through this risk assessment we will strive to offer a planned and orderly assessment of the operational environment.  It will address the risk, threats, vulnerabilities, sensitivity and any safeguards determined to be relative to the operation of the system.  Through this assessment we will be recommend cost-effective safeguards to mitigate risk, threats and any potential vulnerabilities.


Scope:  The scope of this risk assessment will look at and study the system’s use of assets and controls currently in place or projected to remove and/or manage the identified vulnerabilities which can be used by potential threats, either internal and or external to the UNCHCS.  If these vulnerabilities are taken advantage of, they could result in unauthorized release of data, illegal changed or alternations to the system and also the data, and prevent authorized users from accessing the system and the data, depending upon the damage.  This Risk Assessment Report will evaluate three major areas: confidentiality or the protection from unauthorized release of system capabilities and data; the integrity or protection from unauthorized changes of the information; and the continued, uninterrupted availability of the system.  The implementation of the security safeguards that are recommended will allow management to make informed decisions about security-related initiatives.  This report will include the following to identify Integrated Financial System:

· Vulnerabilities

· Threats

· Risk

· Risks Likelihoods, and

· Risk Impacts


Mission:  The mission of the Integrated Financial System is to provide support to the many facets of the UNCHCS in the performance of their daily activities and to provide a safe and secure system for processing, capturing and dispersing information based on the known requirements of its customers.

RISK ASSESSMENT APPROACH

This risk assessment approach was conducted using the guidelines in The North Carolina Enterprise Security and Risk Management Program (ESMRO) and the UNCHCS Information Security Program Policy (HCSISPP). While the scope of this assessment is broad, it will evaluate the security vulnerabilities affecting confidentiality, integrity, and availability.  Through awareness of these recommend assessments pertaining to the appropriate security safeguards, management will have a basis to make knowledgeable decisions about security-related initiatives.  In performing this assessment the following controls were considered:
a. Management Controls: Management controls include the information technology (IT) security system as well as management and risk acceptance.

b. Operational Controls: Operations controls include security methods focusing on methods in use and performed by the assigned personnel.  Included in this area of control are the physical security, media safeguards, and inventory.
c. Technical Controls: These are the controls involving the hardware and software which provides protection to the system or applications automatically.

Risk Assessment Process:  In this section the details surrounding the risk assessment process performed are outlined.   The process consisted of three parts:  pre-assessment, assessment, and post-assessment.
a. Part 1 - Pre-Assessment:



The first part of this risk assessment will provide an independent review so that UNCHCS can determine what levels of security were required and appropriate in order for the system to provide data that can be used in the development of a Security Plan for Integrated Financial System.  The information contained herein provides the necessary data required in order to make an informed decision authorizing the system to become operational.  The risk assessment is prepared and presented on interviews, documentation and automated technical review.  During this process, data was collected and included identifying and interviewing key personnel associated with UNCHCS and reviewing accumulated document.  The interviews were geared to the environment in which the system would be operating.  Document reviews provided the basis on which the risk assessment team could compare and evaluate the operation of the systems compliance with current policy and procedure. 

b.
Part 2 – Assessment:


This portion started with an in-depth review of all associated documents provided by the managers and employees having an interest in the implementation of the Integrated Financial System.  Upon completion of the review, removal of duplicate documents, a detailed interview was conducted the with managers and employees Integrated Financial System, which then allowed each individual to complete a system desired questionnaire and help identify additional  threats not previously identified.  

Upon completion of the review of documents and questionnaires, the boundaries of the system, all associated equipment, along with the connection were reviewed.  These, along with any potential requirements for associated internal or external needs were set out.  The assessment also considered the confidentiality, integrity and availability of the system and the data that would be made available as a result of the system coming on line.


The threats facing the system were addressed using the UNCHCS Threat Statement and the North Carolina Enterprise Security and Risk Management Program (ESMRO) as a basis for its findings.  As previously mentioned, the interviews conducted assisted in identifying additional threats that would generally be associated with the system and its location. In reviewing the threats associated with the system, the risk assessment team devised a list of potential flaws and weaknesses that could affect the system or make in vulnerable by the potential threats.  These findings are contained in a separate document and are compiled from the interviews and documents provided. This information was used to determine the degree of impact that each threat / risk carried.  It was possible in some cases to combine several of the potential weaknesses to create a risk.  However is should be pointed out that a single weaknesses could also create a risk.  The team used the following factors when they calculated the likelihood that a potential weakness could be used against the system:  1) what would be the motivation and capability the threat, 2) characteristics of the weakness and 3) what controls currently exist and how effective they are. 


In order to determine the affect that a weakness has on the systems you have to determine the level of risk.  The severity of a breach of security can have an adverse impact on the system.  Every system should have at minimum of the following security goals: 1) protection of sensitive information, 2) integrity of the system and 3) maintain the stated intend purpose and operation of the system.


A major step in this process was determining the degree of level of each threat identified, the impact that it posses and the adequacy of the security controls for the system.  The following factors were considered in the making of recommendations for controls to reduce or remove the threats previously identified, the nature and type of the data, how effective are the procedures to protect the data, what legislation and or regulations affect and provide guidance toward the system, what are the current policies in place for the organization, what impact will the operation and maintaining of the system have and how safe and reliable is the system.


c.  Part 3 – Post Assessment


This part of the assessment is the reviewing and making of recommending to assist in the mitigation of any identified risk.  As it is impossible to be free from all risk, the UNCHCS senior management needs to review the recommend control measures,  establish an  acceptable level for those risk which are unknown, and implement those procedures and controls, that will be not only be appropriate and effective, but will also provide for the highest payback.  Once implemented, UNCHCS must continually review and work to mitigate any risk that should arise.  Without constant review, those unknown or the unpredictable risk will affect the effectiveness of the system. 
SYSTEM CHARACTERIZATION


In order to effectively utilize the system, boundaries identified in the system and in-conjunction with the resources that make up the system, its connectivity, and any other essential pieces needed to describe the system would be addressed.  The sensitivity of the system and information will be discussed in the last part of the characterization. The Integrated Financial System maintains information on the UNCHCS’ contracts, not only for services and supplies, but also with third-parties, services bids, procurement, and data relating to bid awards.  Information from contractors regarding potential bids is kept confidential pending the award of a contract. It allows for the automated payment for services and supplies, tracks the receipt and disposal of equipment, and alerts responsible personnel when shelf items reach a pre-set reorder point, allows the monitoring of the use of supplies and charges the responsible departments accordingly. It also incorporates the payroll system for UNCHCS employees, tracking their time and attendance, and the recording of pay actions for employees, to include any optional action designed by the employee. The Integrated Financial System environment is comprised of a 
client / server environment based on the Lawson Solutions for Healthcare database. 

The Integrated Financial System contains not only production data files, application code, and executables but other system requirements which are not available for disclosure to the general public due to a non-disclosure clause.  Users are located in multiple locations within and surrounding the University of North Carolina at Chapel Hill.   Individual, stand-alone computers are connected to a local area network with most being “dummy” stations or not having an actual hard drive available to the CPU, preventing the user from storing data away from the main system.  Some users connect via secured connection using the Cisco VPN server.  Normally, a user not located within the operational radius of the main system will connect to a secure server in their city and use that hosts to connect with the Integrated Financial System application maintained on the server located in Chapel Hill.  

The primary Integrated Financial System users are personnel employed by UNCHCS.  An example of the information maintained on each user of The Integrated Financial System is listed in Table 1.  Information required for access include the user’s name, personal identification number (PID), access level, position title and the physical location of the duty location. This information is maintained and linked with other sources to validate the user and grant the access to the system and allow them to perform the functions which they have been approved. A separate table / file is prepared and maintained of the programs / systems to which access has been granted.  In order to operate, process, transport, or storage and serve the UNCHCS, this system is dependent on a reliable telecommunication or other interconnection and resource on which the system will rely upon.  To facilitate this required, UNCHCS has agreements with the local telecommunications companies and maintains in-house personnel to ensure continued service.

Table 1. Integrated Financial System Users
	 User
	PID
	Access Level Read / Write/Full)
	Department
	Geographic Location

	Example:

Reid, Brian
	711500098991
	Read
	Reimbursement
	Hedrick 

	James, Ronnie
	900000000009
	Read/Write
	Legal 
	East Wing 4th Floor, Main Hospital

	Davis, John
	606311090991
	Read/Write
	Accounts Payable
	Hedrick 


UNCHCS Security Information Program (SIP) has established potential impact levels, low, moderate, or high and has matched them to the systems security objectives listed them as either pertaining to confidentiality, integrity, and availability.  With the impact levels we focused on the possible impact and amount of damage that would occur if the system security systems resulted in the confidentiality, integrity, or availability being compromised and what effect, if any would the operations, assets, or individuals be affected.  What should be noted is that the system contains multiple categories of information, such as medical, financial, and personal and that each of the categories has it own risk and threats.   For each category of information processed, stored, transmitted on the system that processes, the security must be protected at the highest impact level that UNCHCS SIP has determined to be appropriate for that type of information.

In addition, it is well known that collected information and the system which stores the information has what is referred to as a shelf life.  The UNCHCS has to ensure that the different levels on sensitive information which can be assessed is kept confidential; that the data from the system to be accurate, and that system to be available. Here again we must focus on the impact of what affect that unauthorized disclosure of confidentiality information to unauthorized personnel would have, look at and determine what, if any, the impact would be anticipated should the systems integrity be compromised and what would be the effect if the data was modified, destroyed or released and how would the unavailability of the system due to the known risk or threats impact the users of the system.  

THREAT STATEMENT

The next area that must be considered in completing a risk assessment is the known and potential that can affect the Integrated Financial System.  Despite our best efforts, every system will be tested and be vulnerable to accidentally or planned attempts to attack the system.  There are many threat sources which can be attached to circumstances or events that can cause potential harm or damage to the system.  The most known and common sources of threat are natural, human or environmental and the threat can be carried out by many methods, such as unauthorized access or system intrusion, by which an attack might be carried out. The following is the chart developed from interviews and questionnaires addressed earlier that shows the known potential internal and external threats:

Table 2.  Known External and Internal Threats

	External
	Internal

	Industrial Accidents / Explosions
	Faulty Equipment

	Hazardous Spills
	Power Failures

	Power Failures
	Lighting

	Transportation Accidents
	Smoke

	Community Disasters
	Dust

	Structural Collapse
	Pathological

	Tornados, Storms, Snow, Ice, Lightning
	Crime

	Earthquake, Drought, Hurricanes
	Fire

	Epidemic
	Glare

	Fire
	Radiological

	Sabotage
	Ventilation

	Bomb Threat
	Chemical

	Terrorist / Riot
	Faulty Equipment

	Crime
	Liquid

	Social/Political Disaster
	Spills




Once the threats are determined, then they are placed into categories of damage and results.  These categories include inconvenience, distress or damaged to the reputation and or standing of the UNCHCS in the community, potential or actual financial loss or liability, damage to established programs and outside interest, the unauthorized release of personal and or sensitive information, safety – both personal and system and last any violations of criminal or civil laws.  In order to be deemed operational, there must be assurance levels in place for the electronic processing addressing the impact on the categories listed using impact values.  These impact values could be listed a low (minimal effort to repair, restore or reconfigure), moderate (small but tangible harm, maybe noticeable by a limited audience, some embarrassment, some effort to repair) or high (Damage to reputation, loss of confidence, significant effort to repair – Serious or critical) or given numerical values of 0.1, 0.5 or 1.0.  The following table provides information on these categories and values

Table 3.  Impact of Potential Damage
	Category
	Impact Rating 

Low or 0.1
	Impact Rating 

Moderate or 0.5
	Impact Rating 

High or 1.0

	Inconvenience, distress or damage to UNCHCS’ community reputation / standing
	Limited, short-term inconvenience, distress or embarrassment
	Serious short-term or limited long-term inconvenience, distress or damage
	Severe or serious long-term inconvenience, distress or damage

	Financial Loss to UNCHCS
	Insignificant or inconsequential unrecoverable financial loss or liability for the agency
	Serious unrecoverable financial loss or liability for the agency
	Grave or catastrophic unrecoverable loss or agency liability

	Harm to UNCHCS’ Programs or Public Interest
	Limited effect on organizational operation or assets
	Serious adverse effect on organizational operations or assets
	Severe or catastrophic adverse effect on organizational organization or assets

	Unauthorized Release of Sensitive Information
	Limited on sensitive or personal information
	Moderate to serious on sensitive or personal information
	Critical or catastrophic effect on sensitive or personal information

	Personal Safety
	Minor injury with no medical treatment
	Minor to moderate injury required limited medical treatment
	Serious injury or death


RISK ASSESSMENT

With the threats / risk identified and the impact that they would have if and when they should occur, the next step is to identify and list the vulnerability / threat pairs and make recommendations to correct or eliminate the threat.  For the purpose of this paper, the following vulnerability / threat pairs are provided:

a. Employee terminated and login (userID) not removed from the system.


1.
Paired Threat(s):
Dependency Failure


2
Overall Risk Rating:
Moderate 


3.
Recommended Action to Protect System:
Once notification is 


received that an employee has been terminated, retired, or left the 


employment of the UNCHCS, remove the userID for that 



employee immediately.

b. 
Employee has attempted to login more than three times with a password 



that is not recognized by the system.



1.
Paired Threat(s):
Inconvenience



2.
Overall Risk Rating:
Low 


3.  
Recommended Action to Protect System: Generate a warning that 




upon the fourth failure to use the proper password that the 





employee will be locked out of the system and that they must call 




the ISD helpdesk to have the “lock” removed and their password 




reset.

c.
Data in the pre-scripted statements / bills is being changed and saved at-will to eliminate that which may not pertain to that specific statement or bill.



1. 
Paired Threat(s):
Inconvenience, Distress, Damage to 





Reputation, Financial Loss



2.
Overall Risk Rating:
Moderate



3.
Recommended Action to Protect System:  Complete a system wide 



review to determine has currently has “Write/Read” capabilities 




and have each directorate head verify that need.  In addition, the 




author of each pre-scripted document should use the “write 




protect” feature to prevent this from occurring.

d.
Fire would activate the sprinkler causing water damage and causing the system to be shut down,


1.
Paired Threat(s):
Inconvenience, Damage, Financial Loss


2.
Overall Risk Rating:
Moderate 

3
Recommended Action to Protect System:  The cost of replacing the wet-pipe sprinkler system would be cost prohibited and the removal would be in violation of the state and local fire codes.

e.
Remote access to the Integrated Financial System is currently authorized to all supervisors and managers which could allow the compromise of the confidentiality and integrity of the system.

1.  
Paired Threat(s):
Damage to Reputation, Financial Loss and Release of sensitive, confidential and personal information.

2.
Overall Risk Rating:
High

3.
Recommended Action to Protect System:  The system administrator and senior management should determine, based on need and urgency, a list of individuals or positions that required access in order to perform assigned duties.  All others should be required to access the system from their assigned desk top CPU.

Table 4.  Overall Risk Rating Matrix
	Overall Risk Rating Matrix

	                                             Risk Impact

	Risk Likelihood
	 Low (10)          Moderate (50)                 High (100)

	High

1.0

Low

10 x.1.0=10

Moderate

50 x 1.0=50

High

100 x 1.0=100

Moderate

(0.5)

Low

10 x 0.5= 5

Moderate

50 x 0.5=25

Moderate

100 x 0.5=50

Low

(0.1)

Low

10 x 0.1=1

Low

50 x 0.1=5

Low

100 x 0.1=10




                     (Risk Scale:  Low (1 to 10); Moderate (>10 to 50); High (>50 to 100)

SUMMARY 


To reduce the overall associated risk exposure to the general vulnerabilities listed above, it is recommended that the safeguards identified be implemented which will in turn bring the risk exposure to Low.  With that said, the final step in the risk assessment is to prepare the Risk Assessment Matrix.  The following is the matrix based on the review of the threats and risk surrounding the Integrated Financial System.
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